DOORSTEP LIBRARY

Words take you places

Data Protection Policy

Introduction and Scope

This policy outlines Doorstep Library's commitment to data protection and compliance with
the UK Data Protection Act.

The purpose of this policy is to ensure that all personal data held by the charity is processed
lawfully, fairly, and transparently, and that the rights of data subjects are protected. This
policy applies to all individuals working on behalf of Doorstep Library, including trustees, staff,
and volunteers.

Data Protection Lead

Doorstep Library will appoint a Data Protection Lead who will be responsible for overseeing
data protection and leading on any incident investigation and reporting. The Data Protection
Lead will also ensure that all staff and volunteers are provided with any induction, on the job
or other training and made aware of their data protection responsibilities. Doorstep Library’s
Data Protection Lead is our Head of Operations.

Data Protection

Data protection is the practice of safeguarding personal information by applying data
protection principles and complying with the Data Protection Act. The Data Protection Act is
a UK law that regulates the processing of personal data. The UK Information Commissioner's
Office (ICO) provides guidelines on complying with data protection. We are registered with
the ICO and follow its guidelines and recommendations.

Data protection principles

We will adhere to the following principles of the Data Protection Act 2018, and which are at
the heart of UK GDPR, putting in place policies and procedures to ensure that our collection
and processing of data is compliant with current regulations. We will ensure that

1.Data is processed lawfully, fairly and in a transparent manner.

e There are several grounds on which data may be collected, including consent.

e We are clear that our collection of data is legitimate and we have obtained consent to
hold an individual’s data, where appropriate.

e We are open and honest about how and why we collect data and individuals have a
right to access their data.

e The needs we have for processing personal data are recorded on the public register
maintained by the Information Commissioner. We notify and renew our notification
on an annual basis, as the law requires



2.Data is collected for specified, explicit and legitimate purposes and not used for any other
purpose.
e We are clear on what data we will collect and the purpose for which it will be used.
e We will only collect data that we need.
e When data is collected for a specific purpose, it may not be used for any other
purpose, without the consent of the person whose data it is.

3.Data collection is adequate, relevant and limited to what is necessary.
e We collect all the data we need to deliver our charitable objectives and meet any
legal/regulatory requirements.
e We will not collect data that we don’t need.

4.Data is accurate and, where necessary, kept up to date.

e We ensure that what we collect is accurate and have processes and/or checks to
ensure that data which needs to be kept up-to-date is, such as beneficiary, staff or
volunteer records.

e We correct any mistakes promptly.

5.Data is kept for no longer than is necessary.
We understand what data we need to retain, for how long and why
e We only hold data (electronic and hard copy) only for as long as we need to.
e Some data must be kept for specific periods of time (e.g. accounting).
e We have a review process that ensures data no longer needed is destroyed. securely

6.Data is processed to ensure appropriate security, not only to protect against unlawful use,
but also loss or damage.

e Datais heldin such a way that it can be accessed only by those who have the requisite
permissions to do so.

e Data is kept safe. Our IT systems have adequate anti-virus and firewall protection
which is kept up-to-date. Staff understand what they must and must not do to
safeguard against cyber-attack, and how to manage their passwords.

e Datais recoverable. We have adequate data back-up and disaster recovery processes.

Individual Rights
We recognise that individuals’ rights include the right to be informed, of access, to
rectification, erasure, restrict processing, data portability and to object. We will record all
Subject Access Requests (written and verbal) and respond to them in line with
recommendations.

Use of Imagery/Video
We use imagery and video to promote our work and demonstrate our impact. The creation
and usage of such content is governed by our Social & Digital Media Policy

Data Breach
A datais a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data.



We will investigate the circumstances of any loss or breach, to identify if any action needs to
be taken. Action might include changes in procedures, where this will help to prevent a re-
occurrence; or disciplinary or other action, in the event of negligence.

In the event of a data breach, employees /volunteers must report it immediately to their line
manager/project leader, who will inform the Data Protection Lead. The DPL will assess the
breach and deal with it in accordance with ICO guidelines. The DPL will notify the ICO within
72 hours of being made aware of the breach if it is likely to result in a risk to the rights and
freedoms of individuals, and which unaddressed is likely to have a significant detrimental
effect on individuals, such as

e discrimination

e damage to reputation

e financial loss

e loss of confidentiality or any other significant economic or social disadvantage



Policy Implementation
Below is more information about how we work to deliver our data protection policy. For
certain groups of staff and volunteers who handle personal data regularly, there are more
detailed operational processes regarding the use and management of data within their
bespoke operating manuals and training packages, the understanding and acceptance of
which is part of our formal induction process. These include

e Staff Induction Manual

e Project Leaders Operating Manual

e Doorstep Library Volunteer Training

e Doorstep Library Volunteer Policy

e Employee Handbook

Training & Awareness
Data protection is part of the induction process which all staff undergo when they join the
charity. Employees, consultants and trustees will receive copies of our
e Data Protection Policy
e Confidentiality Policy
They will sign a Data Protection Declaration form to confirm understanding and adherence.

Volunteers will receive a copy of the Data Protection Policy and Confidentiality Policy and will
sign the Volunteers’ Commitment Form to confirm understanding and adherence to the
Confidentiality Policy

Managing Information
Before personal information is collected, we consider what information it is necessary to
collect and for what purpose. We make it clear to our data subjects what we are collecting,
why. The responsibility for maintaining the accuracy of data we hold falls to different groups
of people

e User (family) data is maintained by our Volunteers and Project Leaders

e Employee data is maintained by the Head of Operations

e Trustee data is maintained by the Head of Operations

e Volunteer data is maintained by the Volunteer Engagement Manager

Personal sensitive information will only be used for the exact purpose for which permission
was given.

Data Safety

Operating systems

We operate a Microsoft cloud-based system which is managed and maintained by an external
technology company who are a Microsoft Solutions Partner. All of our cloud-based data is
backed up, secured and protected, and all of our laptops are set up with Endpoint security
which is updated regularly.



User Database

Our user database is bespoke and is managed and maintained by a software development
company on a separate secure platform. Our partnership is underpinned by a Data Agreement
which is reviewed regularly.

Data Security
Doorstep Library takes steps to ensure that personal data is kept secure at all times against
unauthorised or unlawful loss or disclosure. The following measures are in place:

Hard copy data

‘Inactive’ hard copy data (records) are kept securely in a locked facility and retained in line
with accepted retention schedules, after which time they are securely destroyed.

‘Active’ hard copy data (such as family data generated temporarily each week to deliver our
projects in the community) is subject to additional rules of security to ensure its safe keeping
when in use and confidential destruction afterwards.

Cloud data
Access to our cloud-based system is by password only and two step authentication. Passwords
are unique to individual staff and must

e be ‘strong’

e never be shared/disclosed

The data in our cloud-based system is accessed using security groups. Staff are assigned to
security groups on a need-to-know basis — they are only able to access information they need,
and not information they don’t.

User Database

The use of our client database is restricted to those staff who need to access to the data to
deliver and report on our services and by our reading volunteers to deliver reading sessions.
Volunteer access to the database, and how they use its data, is further restricted by strict
protocols which are laid out in the documents mentioned above.

Laptops

All employees are issued with a laptop, which is set up by our external IT partner with the
appropriate security. Laptop passwords are subject to the same rules as those above. During
the day laptops must be screen-locked when not in active use and closed down fully when
not being used at all. If a laptop is lost it must be reported immediately to the Data Protection
Lead.

Email

The use of email is covered by a separate policy which includes requirements for keeping
personal data safe. Any unauthorised disclosure of personal data to a third party, either by
purpose or accident may result in disciplinary procedures, including loss of position/role.



Data Retention
Data retention is the responsibility of the Head of Operations. Doorstep Library has different
retention schedules for different categories of data.

Applications for unsuccessful employee posts (and corresponding interview notes) —
1 year

Applications for unsuccessful volunteer posts — 1 year

Information on previous employees and trustees — 3 years

Information on previous volunteers — 3 years

Contact details (name, email, phone number, address) of supporters (donors,
volunteers, interested parties) — for as long as they wish to remain on our mailing list
— immediate removal from list and deletion of information on request

User information (personal details, user records) — 6 years post participation for
outcome assessment purposes.

Subject Access Requests

We acknowledge the right of individuals to request, in writing, by phone or in person to see
the data we hold about them. SARs will be dealt with by the Data Protection Lead and will be
processed in accordance with ICO guidelines. We will

Verify the idea of the data subject in a proportionate/relevant way

Check the validity of the request if it is being made on someone else’s behalf
Confirm which data is being requested

Consider the impact or releasing data relating to other people and redact it if
necessary

Reply within one calendar month, unless the request is complex

Keep a dated record of our response



Data Protection Glossary of Terms

UK GDPR: The UK General Data Protection Regulation, which outlines the rules for
processing personal data in the UK.

Data Processor: An individual or organisation that processes personal data on behalf
of a data controller.

Data Controller: An individual or organisation that determines how and why personal
data is processed.

Data Subject: An individual whose personal data is being processed.

Processing: Any operation performed on personal data, including collection, storage,
use, and disclosure.

Personal Data: Any information that can identify a living individual, such as name,
address, or email address.

Sensitive Personal Data: Personal data that requires extra protection, such as health
information or ethnic origin.

Direct Marketing: Any communication aimed at promoting a product or service
directly to an individual.

PECR: The Privacy and Electronic Communications Regulations, which govern
electronic direct marketing.

Valid Consent: Consent given freely, specifically, and informed, and can be
withdrawn at any time.

Legitimate Business Purpose: A lawful reason for processing personal data that is
necessary for the legitimate interests of the data controller or a third party.
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